
 

 

 
 

 
Security Do’s and Don’ts: 

Please do: 

• Review the SCC IS security guide document for the policy in its entirety. 

• Use the workstation for business purposes. 

• Remember that IS data is routinely reviewed, and privacy should not 

be expected. 

• Be reasonable with personal use and follow your company’s policy. 

• Ensure you have permission if using approved social media. 

• Maintain a strong password per policy requirements and 

keep it confidential. 

• Update your password at required intervals. 

• Change your password immediately if compromised. 

• Immediately inform your supervisor of any possible security breach. 

• Arrange your monitors out of public view or apply privacy screens. 

• Always lock your workstation before walking away. 

• Notify CTD IT immediately of any security incident, equipment 

failure, or malfunction. 

• Dispose of printed PHI in a secured shred receptacle. 

• Follow proper procedures when using transportable media such as SD 

card, DVD, CD-ROM, or USB. 

• Return media to CTD IT team for HIPAA compliant device wiping. 

Please don’t: 
• Use the workstation inappropriately. It can expose CTD and your 

practice to risks such as virus attacks, compromised network integrity, 

and legal issues. 

• Engage in illegal activity while utilizing CTD IT owned resources. 

• Copy or distribute any software or apps from the computer 

without permission. 

• Create or share emails that contain lewd, obscene, sarcastic, joking, 

vulgar, distasteful, or other offensive material likely to cause offense. 

• Download or install software from the internet unless instructed or 

approved by a CTD IT team member. 

• Access anything online that contains confidential, political, 

obscene, threatening, or harassing material. 

• Share your password or write it down. 

• Allow the browser to ‘remember’ your password. 

• Leave a laptop unattended in public locations or vehicles. 

• Store ePHI on a home computer system. This is prohibited by HIPAA 

Security Rule. 

• Send any ePHI via email unless it has been encrypted. 
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